Abstract-The information and communications technologies world is migrating towards the Future Internet (FI) era. Operators will have increased complexity to address in the FI era, compared to today, in the management of their infrastructure and services. This is due to the extended set of applications that should be supported and to the more options offered by the infrastructure. Cognitive management systems are seen as a viable direction for basing the management of the FI era, due to their "self-management" and "learning" features. In this respect, this paper discusses on application and businessdriven requirements, the capabilities of the infrastructure, the potentials of cognitive management systems, and challenges that have to be addressed for their introduction.
INTRODUCTION
The world of information and communications technologies (ICT) is migrating towards the Future Internet (FI) era ( [1] - [3] ). Operators will have additional complexity to address, compared to today, in the management of networks and services. The reasons can be summarized in the following main points:
• The support of a very wide set of applications, as the Internet is part of every facet of our lives;
• Powerful network infrastructures, which offer several options for efficiently providing the applications;
• Evolving as well as new business model aspects.
Cognitive management systems ([4] - [9] , addressed also in WG6 (working group 6) of [10] , are seen as a viable direction for basing the management in the FI era. Evidence of the appropriateness is provided by the promising application of cognitive systems in the management of the complex wireless world ( [4] , [9] ). The promising results have lead also to important standardization initiatives ([11] - [12] ).
Based on the issues and the direction identified above, this paper discusses on the following aspects:
• The requirements deriving from the applications and the business level at the FI era;
• The technologies and capabilities available at the communication networking infrastructure in an FI context;
• The features and potentials of cognitive systems that make them appropriate for basing the management of the FI era;
• An overview of the engineering challenges that have to be addressed for the introduction of cognitive management systems.
The structure of the paper is as follows. The next section discusses on the requirements deriving from the applications and the business level. Section III presents an overview of the powerful network infrastructures envisaged in the FI era. Section IV discusses on the appropriateness of cognitive systems (or autonomic/cognitive systems) for basing the management in the FI era. Section V discusses on engineering challenges. Section VI provides concluding remarks.
II. REQUIREMENTS FOR THE MANAGEMENT FUNCTIONALITY

A. Overview of application areas
As a starting point it should be noted that important modern applications are built around the social network and prosumer concepts. The term "prosumer" derives from the combination of the notions of content "producer" and "consumer". It assumes that a user can readily assume both roles, based on the powerful device and networking infrastructure that is in principle available.
Moreover, there are other applications that also attract attention and continuously gain importance. These are the management of critical infrastructures, the monitoring and protection of the eco-system, and the support of enterprises and organizations in the creation of value through the provision of digital services (e.g., for health, learning, tourism and culture, financial aspects, public administration) or product manufacturing.
Critical infrastructures are those that affect sensitive public administration organizations (especially, those oriented to the overall defense, security and safety), the economy and health. In this respect, they include the networks related to energy, transportations, telecommunications, and water, as well as certain government and enterprise sites. In this respect there is the emergence of applications like "smart energy" (e.g., [13] ), "smart transportation" (e.g., [14] , [15] ), etc., which could be collectively called "smart-x" [3] .
Likewise, the protection of the eco-system requires applications for detecting events such as fires, floods, tsunamis, earthquakes or chemical spills. Moreover, it requires applications for conducting long-term studies, related to the sustainable growth of the economy and the consequent prosperity of the society.
B. Diversification of applications
From the overview above there can be some essential observations regarding the diversification of applications. Applications can be:
• Requested at any time of day;
• Offered at all types of locations/environments (e.g., home, public, work, urban, rural, etc.);
• Delivered to all types of communication end-points (e.g., machines, humans acting in different roles, namely, in-work or private life);
• Requested to convey various information flows (voice, audio, data, images, video);
• Involving diverse communication types (uni-cast, multicast, broadcast, peer-to-peer).
As a matter of fact it is anticipated that there will be changes compared to legacy models. In the area of end-points it is anticipated that there will be proliferation of machines. Likewise, in the area of information flows the domination of data and video is anticipated.
C. Requirements
The aspects outlined in the previous two sub-sections yield that management functionality will have the following important sets of requirements to satisfy:
• Deliver applications meeting various Quality of Experience/Service (QoE/QoS) levels.
• Handle situations that are changing (evolving), potentially in an unpredictable manner;
• Achieve increased cost efficiency in the provision of QoE/QoS levels;
• Support the evolving business model.
QoE/QoS provision. In contrast to today's Internet, for the FI it can be safely assumed that the "best effort" delivery model will not be appropriate for all cases. For instance, there can be video flows requiring timely delivery of significant data volumes, or, e.g., there can be flows corresponding to a health application, which are small in data volume but demand delivery with high reliability.
In summary, the following sets of requirements can be associated with this area and be imposed on the management functionality:
• Support and therefore enable systems (applications and networking infrastructures) that are attractive, inclusive, easy to use;
• Seamless and ubiquitous provision of the appropriate connectivity, in terms of availability, performance, reliability (dependability in general);
• Traceability and accountability;
• Trust;
• Security.
Especially important aspects will be the development of attractive systems, the promotion of inclusion of the widest possible set of users, the enhancement of the ease of use. In order to complement this direction, essential is the support of seamless and ubiquitous application/service provision, so as to hide the complexity of applications and infrastructures. This is important for increasing the customer base, and therefore, having a scalable business model. Seamlessness is required for rendering the users agnostic of the complexity of applications and networks. Ubiquitous provision is required for ensuring the consistency of application provision in the overall service area. This will raise user satisfaction and broaden the customer base.
The appropriateness of the connectivity can be associated with the following classical factors, established as key elements of QoS: availability, performance, reliability and dependability. Crucial aspects, especially, in case application provision is not appropriate, are traceability and accountability.
All the aspects identified above will lead to the establishment of trust on the systems. Finally, security is an aspect that should transverse all the parts of a system and all the phases of operation.
Changing (evolving) situations. Management will have to address changing situations because of events that occur in the short-or long-term. In principle, short-term changes will occur because of mobility, alterations in the traffic behaviour of endpoints, as well as changes in the radio environment in the case of wireless networks. Longer-term changes will also occur due to the constant evolution of applications (e.g., introduction of new ones) and networking technologies.
Cost efficiency in QoE/QoS provision. The sets of requirements described above will set the networks under an enormous stress for resources (bandwidth, storage and processing). Worst case-based planning, and the consequent over-provisioning of bandwidth, are solutions that work, but are also inefficient. This motivates the quest for cost efficiency, through mechanisms that achieve: (i) higher utilization of resources; (ii) management decisions with "green" footprint, which, in other words, contribute to sustainable growth; (iii) reductions in the total cost of ownership, which can comprise the capital/operational expenditures (CAPEX/OPEX), the cost of managing customer relations, etc.
Business level aspects. The support of the applications envisaged will inevitably mean that there can be more customers for telecommunication operators (e.g., operators of electricity or transportation networks). From a more general perspective, more roles in the business model can be anticipated. Likewise, it is expected that there will be many entities assuming each role.
Regarding the telecommunication-networking world there can be cooperation and competition between the different operators. Moreover, the infrastructure of an operator can be split in many administrative domains.
In summary, the management functionality should provide the means for coping with the evolving business level aspects.
III. NETWORKING INFRASTRUCTURE
Taking an overall view, the FI networking infrastructure will feature many operators. Each operator can own a set of heterogeneous technologies. The infrastructure of each network operator can be split into various administrative and business domains. The FI networking infrastructure will include: (i) intelligent devices; (ii) various types of access networks; (iii) diverse core networks; (iv) application and content segments.
The intelligent devices can be classical terminals, various sensors and actuators, different "white" or "brown" devices, in general all types of "things" existing in our ambience [16] .
In the access networks the following trends are envisaged: (i) 3GPP (3 rd generation partnership project) wireless access [17] ; (ii) Non-3GPP trusted access, which can be wireless e.g., [18] - [19] ; (iii) WiFi systems [20] . The model does not preclude wireline access, namely, xDSL (Digital Subscribed Line) [21] , FTTx (Fiber to the x) [22] , Ethernet [20] . Core networks can rely on optical technologies or on wireless transmission (wireless backhaul).
3GPP access may continue to include several systems, namely: (i) evolutions of GSM (Global System for Mobile communications), i.e., enhanced versions of GPRS (General Packet Radio Service) and EDGE (Enhanced Data rates for GSM Evolution) [23] exist in the GERAN (GSM/EDGE Radio Access Network) segment; (ii) evolutions of UMTS (Universal Mobile Telecommunications System), i.e., the HSPA (High Speed Packet Access) system ( [24] - [25] ), will exist in the UTRAN (UMTS Terrestrial Radio Access Network) segment; (iii) LTE (Long Term Evolution) compliant technologies will exist in the eUTRAN segment.
Networking relies on IP (Internet Protocol) and on additional functionality that have been introduced in order to achieve the provision of QoS, e.g., MPLS (Multi-Protocol Label Switching) [26] .
Regarding the application and service segment various options also exist. Legacy commercial approaches rely primarily on the IMS (IP multimedia sub-system) [27] . In principle, this approach relies on sophisticated functionality, which resides on a set of application servers. In this respect, the model is based on client-server approaches. Moreover, other approaches are also emerging. Firstly, peer-to-peer (P2P) concepts and technologies have been developed [28] , while more recent and promising approaches rely on the cloudcomputing concept [29] .
This heterogeneous infrastructure offers numerous options for satisfying QoE/QoS requirements. This is an outcome of the different technologies, devices and networks that can be found in alternate end-to-end paths connecting communication end-points. Therefore, the management functionality should seek and exploit the most efficient options, regarding technologies, devices and networks, for satisfying QoE/QoS requirements. This will represent a shift from legacy approaches, which typically rely on worst-case based planning (and result in the over-provisioning of bandwidth), as well as on management that requires, to a very large extent, manual (human) intervention.
IV. COGNITIVE MANAGEMENT SYSTEMS
A. Definition
In general, cognitive systems determine their behaviour, in a reactive or proactive manner, based on stimuli from the environment or their internal status, as well as their goals, principles, capabilities, experience and knowledge. In the case of telecommunication networks, this definition means that a cognitive management system has the ability to dynamically select the managed system's configuration, through selfmanagement functionality that reaches optimal decisions, taking into account the context of operation (environment requirements and characteristics), goals and policies (corresponding to principles), profiles (corresponding to capabilities), and machine learning (for managing and exploiting knowledge and experience).
In general, some assumptions are made ( [5] , [7] ). Specifically, the cognitive management system is mainly assumed to refer to the software that implements the functionality. The managed system typically involves one or more elements or devices.
B. High-level justification of appropriateness of cognitive systems
Cognitive systems are suitable for basing the management of the FI era, due to their self-management and learning features.
Self-management
(which includes configuration, optimization, healing and protection capabilities) can lead to the efficient provision of QoE/QoS levels, in changing and evolving situations (including unpredictable alterations). Efficiency is achieved as costs can be reduced. For instance, OPEX, as well as significant parts of the costs of the management of customer relations, can be reduced, since manual management can be replaced from automated processes. CAPEX can be reduced due to the inherent ability of finding solutions to various situations. Therefore, the need for worst-case based planning (mere over-provisioning of bandwidth) can be limited.
Learning is important for increasing the reliability and speed of management decisions. This is accomplished by developing, sharing, and taking into account in the decisions knowledge and experience. Knowledge can refer to the following aspects
•
The situations encountered per area and time period (e.g., may refer to hour, day, week, etc.);
• The way these situations were handled, and on the efficiency of the handling;
• The capabilities of alternate ways of handling these situations.
The way the situations were handled refers to the configurations applied and on the functionality used. The efficiency of the handling refers to the QoE/QoS levels offered, the time required for adapting to the change, and the cost of the solution.
It should be noted that policies are means for providing business level objectives to the cognitive management system, and therefore, for coping with the evolution of the business model. Thus, policies are means for achieving governance in line with the business level.
C. Structure
A cognitive management system can be decoupled into the following parts (Figure 1 ):
• Context acquisition and reasoning;
• Profile management;
• Policy management;
• Cooperation interfaces and functions;
• Knowledge base;
• Optimization, negotiation, selection functionality. Profile management. This part offers information and knowledge on users, applications, and served devices. Regarding users the goal is to express their behaviour, requirements, preferences, constraints. Regarding applications the goal is to express the options for their proper provision. Finally, regarding the served devices the goal is to describe their capabilities. In the light of these aspects, this part expresses what is generally possible.
Profile Management
Policy management. This part can offer the means for governing the cognitive management system [30] . In this respect, different policies can be associated with the handling of different contexts. So this part can designate, per context, the objectives to be pursued, the functionality that can be used, and constraints that should be respected.
Cooperation function. Each cognitive management system will not exist in isolation. This part provides the interfaces necessary for the cooperation.
A first subject of the cooperation includes requests for participation to context handling, through traffic sharing or resource exchange. A second subject is knowledge sharing. This enables cognitive management systems to acquire experience from other systems, and not be obliged to always develop it from scratch.
Knowledge management. The knowledge can be acquired and updated based on the application of machine learning techniques [31] .
Optimization, negotiation, selection. The optimization functionality considers as input the context, profile and policies information and relevant knowledge that is available. The output includes configuration decisions. In general, various types of computationally efficient near-optimal algorithms can be envisaged ([32] - [33] ), depending on the type of the problem to be addressed and on the time within which the solution should be provided. The negotiation part can be influenced by general strategies ( [34] ), which can be customized to correspond to the specific problems that need to be addressed. Essentially it can be used in the cooperation or competition between stakeholders and domains. This part, in conjunction with the knowledge base, is essential for the seamless provision of the appropriate ubiquitous connectivity.
V. CHALLENGES
Challenges can derive by starting from the consideration of a potential deployment of the cognitive management systems. Such systems will need to be deployed at various areas of the network. Therefore, the challenge that derives is that of federating, developing and standardizing interfaces. The different systems will solve certain problems; these solutions will lead to a more intelligent and empowered infrastructure. Figure 2 depicts the deployment of cognitive management systems in the networking infrastructure in a Future Internet context. It can be envisaged that cognitive management systems will be deployed at the following levels: (i) terminals and devices; (ii) access points to the infrastructure; (iii) gateways to various segments; (iv) operation and maintenance centers. The first two types will assume a fully distribute role. The last two types will have a less decentralized role.
A. Platform encompassing the cognitive management systems
B. Federation, interfaces, standards
The proper, harmonized, end-to-end system operation will rely on the federation of the cognitive management systems. This requires the development of the appropriate interfaces, the identification of those that can be subject to standardization, and the realization of the related activities. Such an initiative is conducted in [35] .
C. Evolution of intelligence and network empowerment.
Cognitive management systems are anticipated to resolve the following classes of problems:
• Distributed traffic engineering through cognitive mechanisms;
• Wireless self-organized networks enhanced with cognition techniques.
Significant aspects will be the orchestration for ensuring coherence, convergence and stability between solutions.
VI. CONCLUSIONS
This paper discussed on cognitive management systems for the Future Internet era. Aspects addressed are application-and business-driven requirements, the infrastructure capabilities, the cognitive management system potentials and introduction challenges. 
